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ETHICAL AND LEGAL ASPECTS OF USING THE LATEST TECHNOLOGIES
IN THE LEGAL SPHERE OF UKRAINE

The article is devoted to the analysis of ethical and legal aspects of the use of new technologies in the legal sphere of
Ukraine. Based on scientific research, regulatory and legal sources, international experience and practice of the functioning of the
digital society, the key challenges facing legal science and law enforcement in the context of the rapid development of
technologies are revealed. The main focus of the study is on finding legal mechanisms that can effectively respond to new social
realities, while maintaining a balance between innovation and fundamental human rights.

The modern technological era is shaping a new legal reality, where classical legal constructs are exposed to
unprecedented challenges generated by the development of digital technologies. The focus is on phenomena such as digital
human rights, the use of artificial intelligence, the functioning of cryptocurrencies, the right to access the Internet, the processing
of large amounts of personal data, and the activities of online platforms. These processes change not only the form but also the
content of legal relations, highlighting the need to adapt the legal system of Ukraine to new ethical and legal realities.

The purpose of the study is a comprehensive study of the principles of forming legal regulation of new technologies in
Ukraine, taking into account international experience, as well as an analysis of the ethical challenges that accompany their
introduction into the legal sphere. Particular attention is paid to the consideration of legal approaches to the use of artificial
intelligence and mechanisms for protecting personal data in the context of digitalization. A comparative study of Ukrainian and
foreign legislation on ensuring information security, privacy, and control over users' digital traces is conducted.

The article analyzes individual cases from the legal systems of countries that are leaders in the field of digital
governance, in order to identify effective models of legal regulation for technological challenges. It outlines the need to develop
specialized ethical standards that would balance the innovative development of human rights and freedoms.

The practical significance of the study lies in developing theoretical foundations and practical recommendations for
updating the domestic regulatory framework in the field of legal regulation of technologies. The results of the study can be used
to further develop regulatory acts that will ensure a balance between technological progress and legal security, promote the socio-
economic development of Ukraine, and provide sustainable legal support for the digital transformation of society.

Keywords: legal system, legal regulation, digital technologies, digital content; Artificial Intelligence; protection of
personal data, law.

3urpiii O0.B. ETHYHO-IIPABOBI ACIHEKTA BHWKOPUCTAHHS HOBITHIX TEXHOJIOITA Y
MPABOBII C®EPI YKPATHU

CrarTsl TpUCBSAYCHA aHali3y eTHKO-IPABOBHX AaCMEKTiB BHUKOPUCTAHHS HOBITHIX TEXHOJOri# y mpaBoBiii chepi
Vkpainn. Ha ocHOBI HaykoBHUX MOCHIIDKeHb, HOPMATHBHO-IPABOBUX JDKEPEN, MIXKHAPOMHOTO IOCBIAY Ta IPAKTUKH
¢GyHKLIiOHYBaHHS 1M(GPOBOrO CYCIHIIbCTBA PO3KPUTO KIIOUOBI BHKIIUKH, SIKI MOCTAlOTh Mepel FOPUIAMYHOI HAYKOK Ta
MPaBO3aCTOCYBAHHSIM y KOHTEKCTI CTPIMKOrO PO3BUTKY TeXHOJNOrid. OCHOBHY YBaru y IOCIIIXKEHHI CKOHIICHTPOBAHO Ha TMOIIYK
MPAaBOBUX MeEXaHi3MiB, 3[4aTHHX e(EeKTHBHO pearyBaTH Ha HOBi COLIaNbHI peaiii, 30epiralouu Mpu LOMY OanaHCc Mix
iHHOBaLisIMU Ta QyHIAMEHTATbHIMH PaBaMU JIIOAUHH.

CydacHa TeXHONOriYHa ernoxa (opmye HOBY MPAaBOBY pPEalibHICTh, A€ KIACHYHI MPABOBI KOHCTPYKII IMiJIat0ThCs
BIUIUBY O€3MpeleICHTHIM BHKIMKaM, MOPOIKCHHUMH PO3BUTKOM HU(POBHX TEXHONOriH. Y LEHTpi yBaru IOCTAIOTh Taki
(eHoMenn, sIK HUQPOBI NpaBa JOJUHH, BAKOPUCTAHHS IITYYHOTO iHTENEKTY, (YHKIIOHYBaHHS KPUITOBAIIOT, IPABO HA JOCTYII
1o [uTepHeTy, 00poOKa BENMKHX MACHUBIB MEPCOHATBHUX JaHUX Ta AISUTbHICTD OHIalH-TUIaTGopM. JlaHi mpolec 3MiHIOIOTh He
nuiie Gopmy, a i 3MIiCT IOPUANYHHUX BiHOCHH, aKTyali3ylo4un MoTpedy B aJanTaliil mpaBoBoi cCHCTeMH Y KpaiHH 10 HOBUX €THKO-
MPaBOBUX peajiid.

MeTor0 JOCTI/DKEHHST € KOMIUIEKCHE BHBYEHHS MPUHIUIMIB (OPMYBaHHS I[PABOBOTO PETYNTIOBAHHS HOBITHIX
TEXHONOri# B YKpaiHi 3 ypaXyBaHHIM MiKHAPOTHOIO IOCBiLy, a TaKOX aHaji3 €THYHHX BHUKIHKIB, IO CYIMPOBOKYIOTH iX
BIIPOBa/KEHHsI y MpaBoBY chepy. OcobiauBY yBary MpHUIiIEHO PO3MIISAY MPABOBHX MiAXOMIB A0 BHKOPHCTAHHS IMITYYHOTO
IHTEJEeKTY Ta MEXaHi3MiB 3aXHCTy MMEPCOHANBHUX JaHUX B yMoBax mudposizamii. [IpoBeqeHo MOpiBHUIbHE JOCTIIKEHHS MiXK
YKpalHChKUM Ta 3apyOiXKHHM 3aKOHOTABCTBOM IOZ0 3abe3rneueHHst iH(OpMAIiiHOI Oe3meku, MPUBATHOCTI Ta KOHTPOJIO HaJ
I(pPOBUMH CITiITaMH KOPUCTYBaYiB.

V craTTi npoaHanizoBaHO OKpeMi Ke#CH 3 MPaBOBUX CHCTEM KpaiH, IO € Jijepamu y cdepi [uppoBOro BpsIyBaHHSI, 3
METOI0 BHSBICHHA €(EKTUBHHMX MOJENel IPaBOBOTO PEryNIOBAaHHS HAa TEXHONOTi4HI BUKIMKH. OKpEecIeHO HEOOXiIHICTh
PO3pOOKH Creniani30BaHUX ETHYHUX CTAHJAPTIB, SIKi O ypiBHOBaXXyBaJIM iHHOBAIIMHUA PO3BUTOK MPaB i CBOOO JIIOAUHHU.

[IpakTr4yHa 3HAYYIIICTH AOCITIIKCHHS MOJATaE y BUPOOJICHHI TEOPETHYHHX 3acaj 1 MPAKTUIHUX PEKOMEHIAIIN MOA0
OHOBJICHHSI BITYM3HIHOI HOPMAaTHBHOI 0a3u y cepi MpaBOBOrO PETYITIOBAHHS TEXHOJIOTiH. Pe3ymbraT HOCTIHKEHHS MOXYTh
OyTH BUKOPHCTaHI JIs IOAANIBIIOro (POpMyBaHHSI HOPMATHBHHX aKTiB, sIKi 3a0e3Medars OanaHc MiXK TEXHOIOTTYHUM ITPOrPECOM i
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MIPAaBOBOIO OE3MEKOI0, CIPUSATUMYTH COLiaJbHO-€KOHOMIYHOMY PO3BHTKY YKpaiHH Ta 3a0e3nedars CTaIHi NMpaBOBUH CYIPOBiJ
mudpoBoi TpaHchopManii CycHiIbCTBa.

KurouoBi cioBa: mpaBoBa cucrema, IpaBOBE PETYIIOBAHHS, IHUQPPOBI TEXHOJIOTrii, IHU(PPOBUH KOHTEHT; IITYIHHH
IHTEJIEKT; 3aXHCT EPCOHATIBHUX JAaHHX, 3aKOH.

Formulation of the problem. The development of technologies has caused an increase in the amount and
direction of information use, the accumulation of which can violate the legitimate interests of a person and lead to
material or moral damage. All this requires legal science to search for new legal models that were previously
unknown to legal doctrine and did not meet the standards of legal regulation. Information technologies influence
lawmaking and law enforcement, and also cover the sphere of private law and civil circulation.

The problem of the research is revealed in establishing the features of state policy vectors regarding the
regulation of information technologies in the EU and the USA. The emergence of a new reality, in particular the
virtual space of doing business, the Internet of Things, artificial intelligence and the protection of personal data,
requires legal science to search for new models of legal doctrine that are not included in the established standards of
legal regulation. In Ukraine, the first regulatory act that determined the need to create legal, financial, economic,
organizational, scientific-technical, methodological and humanitarian prerequisites for the development of
informatization was the Law of Ukraine "On the National Informatization Program" of 02/04/1998 No. 74/98 -VR.
However, at the beginning of the era of digital development of society, this document was far from the ubiquitous
life of consumers, as today it is recognized as outdated, leaving only the main tasks of informatization to be defined.
In this connection, there is a need to study this phenomenon as a new legal phenomenon.

Analysis of the study of the problem. The works of scientists such as O. Baranov, K. Efremova,
T. Katkova, M. Karchevskyi, O. Posykalyuk, K. Tokareva, O. Telychko, O. Chernenko. However, the legal
regulation of the latest technologies, in particular artificial intelligence, cryptocurrencies, is only at the stage of
formation, which determines the relevance of the research topic.

The purpose of the study the impact of modern technologies on the legal system of Ukraine, including the
main challenges associated with their use and the possibilities of adapting national legislation to global trends, to
propose conceptual approaches to the formation of an effective model of legal regulation that will meet the
technological challenges of today.

Presentation of the main research material. The latest technologies cause an increase in the amount and
directions of information use (collection, processing, storage of personal data), which leads to the emergence of an
open bank of information. Similar technological processes have intensified in Ukraine since the pandemic and
continue through a full-scale war. During this period, there is a growing demand for optimization of some processes
(online accounts, signing documents online, receiving services online, working in the legal field of other countries,
working online, providing legal services, electronic courts, electronic justice, etc.). Despite the war in the country,
the growth of the IT sector is quite significant, and, in general, the IT services market in Ukraine is growing rapidly

[9].

Information technologies have completely changed the vision of social relations (the virtual environment
for conducting business, the Internet of Things, the emergence of a new reality, artificial intelligence, the circulation
of digital content). In Ukraine, at the end of the last century, a new direction of IT practice began to take shape in the
activities of legal firms Legal Tech [7] and from the end of the 2000s - the provision of legal services to consumers
using information technologies, the purpose of which was to investigate traditional ideas about the provision legal
services for the implementation of information technologies from private services to the "Action" application [9].

In 2007, a startup appeared on the US market - Rocket Matter, a program for managing the affairs of
lawyers - a planner, CRM system and accountant in one service, which allows automated processing of documents,
managing cases, planning meetings, managing legal contacts, creating schedules and calendars [3].

However, despite breakthroughs in technology and research by leading companies, innovations were met
with skepticism and delayed implementation into work processes until the 2020 pandemic. According to Wolters
Kluwer [10], already in 2021, the majority of EU and US law firms understand technology spending as an
investment.

In 2021, the Spanish international company Wolters Kluwer published a report on the demand for
technological innovation in the legal market. 700 lawyers from Europe and the USA took part in the survey.
Conclusion: automation of certain objects of legal activity for legal companies and specialized law and attorney
offices is an urgent need that will increase productivity and lead to business profitability [10].

There are certain deficiencies in the Ukrainian legislation, or, in other words, there is no legal regulation
regarding IT freelancers and it is not defined in the Labor Code (Labor Code), but is contained in the letter of the
Ministry of Social Policy dated May 15, 2008, which is essentially of a recommendatory nature . For example, in the
USA the number of freelancers reached 57.3 million (2017), about 36% of the working population of the country
[8]. Freelancers are projected to number 86.5 million in 2027, accounting for 50.9% of the total US workforce [11].

The analysis of national legislation indicates the absence of clear restrictions on the use of personal data of
users of digital content by its providers. At first glance, the need to obtain the consent of the subject of personal data,
which is a prerequisite for their use, should be a key factor in formulating the right of a person to decide on the
collection, accumulation, processing, storage and distribution of personal data [16].
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The problem of personal data protection in Ukraine is confirmed by the data of the Unified State Register
of Court Decisions, where over the past 5 years, Ukrainian courts have issued about six thousand decisions
regarding the protection of personal data of individuals on the Internet.

In Ukraine, the IT industry occupies the third position in the level of export of services, where the main
customer continues to be the USA. Export companies in the market structure make up 80%, where more than 60%
work according to the outsourcing model, food companies make up only 30%. IT law serves the economic sector.
With approximately 2.98 billion users as of the first quarter of 2023, Facebook is the world's most used online social
network. Based on this, the basis for the analysis of IT law is laid, which takes into account the changes occurring in
the legal regulation of social relations and related to their digitization through special legislative acts in the
information field.

In Ukraine, the IT industry ranks third in the level of export of services, while the main customer remains
the USA. Export companies account for 80% of the market, of which more than 60% operate under an outsourcing
model, while the share of food companies is only 30%. IT law serves the economic sector. As of the first quarter of
2023, Facebook had approximately 2.98 billion users, making it the most popular online social network in the world.
On this basis, the basis for the analysis of IT law is formed, which takes into account the changes in the legal
regulation of social relations associated with their digitalization through special legislative acts in the information
field. Consequently, this area of information law narrows to regulated relations, without offering models for new
ones that are rapidly developing. For example, relationships related to cryptocurrency still remain outside the scope
of legal regulation. Regulatory and legal acts of Ukraine regulating the information sphere include the Law of
Ukraine "On Information" [2], the Law of Ukraine "On Protection of Personal Data" [13], etc. In 2016, a draft of the
Concept of the Digital Code of Ukraine was prepared, which has not yet been secured by strategic measures
regarding the legal support of digitalization. In September 2021, the Verkhovha Rada adopted the draft law "On
Virtual Assets” [5], but this law was returned by the President of Ukraine for revision. In 2022, the Law of Ukraine
"On Cloud Services" [1] was adopted.

Explores the legal response of society, how legal issues in IT can affect society and ordinary individuals.
Using the example of Great Britain and the EU, it examines the international problems of IT law and provides a
holistic view of the functioning of legislation in the world. Covers the General Data Protection Regulation and the
Data Protection Act 2018, as well as Regulation (EU) 2016/679 and Directive (EU) 2016/680 on the protection of
personal data in its guides, including an analysis of Facebook's use of data in the US presidential election, an
analysis of the misuse of personal information and the regulation of digital operators such as Google and Facebook
by the European Commission, as well as an overview of the nature and regulation of cryptocurrencies. The
European Commission notes that the recognition of digital content as an element of the EU economy necessitated
the development and consolidation of a normative definition of the concept itself [12].

Technology by its legal nature is a very complex and multifaceted phenomenon. It is customary to perceive
it in several basic legal statuses, which it can acquire when involved in legal relations. Technology acts as a special
socio-economic phenomenon and is defined by the provisions of the Law of Ukraine "On Innovative Activity" as
part of innovative activity and the object of the innovation cycle and the Law of Ukraine "On State Regulation of
Activities in the Field of Technology Transfer", which separates the definition of "technology" as the result of
scientific and technical activity, a set of systematized scientific, technical, organizational knowledge and the
sequence of operations [12].

The regulation of social relations is influenced by the modernization of legal procedures in the current law,
for example: identification of a person as a legal subject, realization of human rights in the digital space, financial
digital technologies, use of databases, definition of the concept of a virtual thing, etc. Digitization of the legal reality
determines the regularity in the immersion in the virtual legal space of many state functions, electronic participation
of citizens in law-making and spheres of activity of municipal bodies, in the examination of projects of regulatory
and legal acts. The method of payment for the provision of digital data is diverse, which varies from the transfer of
funds to the fulfillment of obligations in kind (in particular, receiving e-mail, viewing advertising materials on the
Internet, selecting contextual advertising, passing a questionnaire to develop a supplier's marketing strategy, etc.,
providing personal data). The transfer, accumulation and use of personal data occurs through the conclusion of
contracts for the supply of digital content through automated online systems. The method of payment for the
provision of digital data is diverse, ranging from the transfer of funds to the fulfillment of obligations in kind (in
particular, receiving e-mail, viewing advertising materials on the Internet, choosing contextual advertising, passing
questionnaires for the development of the supplier's marketing strategy, etc., providing personal data). The
movement, accumulation and use of personal data occurs through the conclusion of contracts for the supply of
digital content through automated online systems. In these cases, the agreement of the parties on all essential terms
of a separate contract does not arise, and the contract is concluded on the basis of automated processing of
information provided by the parties [4].

An example of such automatically concluded agreements can be services provided by digital content based
on user registration. Under such conditions, it is possible to use artificial intelligence to obtain data for political or
commercial purposes, which often happens without the consent of individuals. Moral principles should be taken into
account in the development of the latest technological solutions. If this is neglected, then artificial intelligence

Bunyck 18. 2025



279
HAYKOBI 3AIIMCKHU. CEPIA: [TPABO | SCIENTIFIC NOTES. SERIES: LAW

technologies will lead to the spread of false information and biased opinions, which will make public negotiations
impossible and will allow the manipulation of public opinion.

In the scientific doctrine, there are a number of positions that reveal the legal system in relation to modern
technologies from different angles. Some scholars focus on its concept, some on its structure and subjects. In order
to compare the results obtained during the research with the ideas of other authors, it is worth revealing their content
and essence. Technology and human rights were discussed on the platform of the Council of Europe. For example,
at the end of 2022, the symposium "Human Rights in the Digital Sphere" was held, which was organized by the
Consulate General of the United States of America in Strasbourg, the Consulate General of Japan at the Council of
Europe, the Directorate General of the Council of Europe for Human Rights and the Rule of Law, the European
Court of Rights a person The number of platforms and services that provide research information and analytics, as
well as opportunities for the development of artificial intelligence, continue to grow as technology becomes more
complex and the volume of information and data increases. In May 2023, the second panel of ECDF and Elsevier
together with the Einstein Center Digital Future (ECDF) held a discussion on supporting the new digital era
"Conversations on Science in the Digital Future™ between scientists from the University of Berlin and the Einstein
Center Digital Future (ECDF) [16], which provided an opportunity to better understand the relevance of the topic
and identify real problems of the digital future, while involving research communities, politicians, academic
publishers and society in cooperation.

However, the Resolution on the Promotion, Protection, and Enjoyment of Human Rights on the Internet
and the Charter of Digital Rights still lack an effective comprehensive international legal act that would be able to
fully define, regulate, and protect [14].

The European Parliament seeks to introduce the world's most stringent legislative regime for the
development of artificial intelligence. Regarding the possible directions of development of legal regulation,
legislation in the field of regulation of developments using technologies and units of artificial intelligence should
develop in parallel with the basic principles of law, including the principle of protection of human rights, taking into
account new problems caused by the development of artificial intelligence.

Analyzing the experience of Ukraine regarding legislation in the field of providing, processing and
protecting personal data, it should be noted that this process is in the initial stages of development. Consolidation of
legislation adds significant value to this process. In accordance with the provisions of Art. 200 of the Civil Code of
Ukraine, a person has the right to provide, receive and distribute information, regarding the collection, storage and
use of information related to the private life of an individual and requires a certain consent. The Law of Ukraine "On
Information™ establishes information or a set of data about a natural person who is identified or can be specifically
identified [2]. A similar definition is contained in special legislation aimed at personal data protection in the Law of
Ukraine "On the Protection of Personal Data [13].

The legislation of Ukraine does not establish a single list of personal data. The Law of Ukraine "On
Information™ includes in the list of personal data information about a person's nationality, marital status, education,
religious beliefs, as well as his address, state of health, date and place of birth. The Law of Ukraine "On Advocacy"
supplements this list of personal data with questions that a person addresses to a lawyer for advice, content, and a
list of data obtained by a lawyer during the performance of his professional duties. In the conditions of the
development of technologies and information systems and uncertainty in decision-making, there is a need to specify
the information in the list of personal data. The legislator must determine the list of data that needs protection.

The Convention defines personal data as any information relating to a natural person or an identified
person. This gives rise to the assumption that there is a wide range of information that can be defined as personal
data, as well as other information about a person that allows him to be identified. According to Regulation 2016/679
of the European Parliament and of the Council on the protection of natural persons with regard to the processing of
personal data and on their free movement, as well as the repeal of Directive 95/46/EC, personal data is defined as
any information relating to an identified or identifiable natural person ("data subject™).

The Convention defines personal data as any information relating to an individual or an identifiable
individual. This gives reason to assume the thesis of the existence of a wide range of information that can be defined
as personal data, other data about a person that allow him to be identified.

In accordance with Regulation 2016/679 of the European Parliament and of the Council on the protection
of natural persons with regard to the processing of personal data and their free movement, as well as the repeal of
Directive 95/46/EU, personal data is defined as any information relating to an identified or identifiable natural
person (“data subject"). It is worth paying attention to the provisions of Directive 2002/58/EC of the European
Parliament and the Council on personal data processing and privacy protection in the field of electronic commerce
[6] with a clear list of personal data. This information also applies to the tracking of an individual's location through
technology.

Conclusion. As a result of the research, it was established that law and technology are an important vector
in the new social relations of EU countries, as well as Ukraine. Of particular significance is foreign practice, namely,
the legal system of the EU and the USA, which is regulated by new structures that contradict the classical law of our
country. Incompatibility also arises with other legal systems of countries that implement a policy of developing
innovative technologies. The content of international normative legal acts was disclosed, which made it possible to
describe the approaches based on which the influence of modern technologies on the legal system takes place. The
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main approaches to understanding the concept of law and technology as a coherent set of legal phenomena, the goal
of which is to achieve new social values of justice, equality, freedom, humanism and the state of law and order, are
revealed. The position of outstanding scientists is supported, according to which the legal regulation of
technological processes is considered from the standpoint of the functions it performs.

It was possible to describe the structure of horizontal legislation of the EU. It includes four directives, one
regulation, one recommendation and one resolution. In addition, the legislative framework of Canada, Japan and the
Czech Republic was developed. The provisions of these acts provide for the formation of tasks aimed at solving
problems with IT technologies, digital law, the right to protect personal data, as well as methods for their
implementation. Particular attention was paid to the legislation of Ukraine, as well as its reform in the course of
European integration and societal challenges. The work revealed the structure of Ukrainian national legislation,
which regulates the field of information and digital law. The priority approaches for the implementation of EU
regulatory acts into the current provisions of the laws and codes of Ukraine were considered.

In the study, a conditional division was made regarding the affiliation of technologies to a specific field of
law in order to conduct a more detailed analysis of legal regulation and reflect the impact of technologies on the
modern legal system. In particular, it was possible to describe the features of some of the latest technologies, which
cause rapid development and require urgent legal reinforcement. It was possible to consider and submit for
discussion the promising ideas of representatives of this direction, attention was drawn to the holding of various
events in the world regarding the consideration of issues of artificial intelligence and the protection of personal data
of individuals.
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